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1. O0mue MoJI0KeHNs

1.1. Hacrosmue npaBuia mo 6e3onacHoi padore cotpyaankoB MBY n/c Ne
84 «lluHrBMH» TmNpU UCHOJIB30BAaHUM ce€TH MHTEpHET, OCYIIECTBIECHUN
WH(GOPMALIMOHHOTO  B3aUMOJACHCTBHSI  C  CEpPBHCAMH  TOCYAapCTBEHHBIX
nH(OpMaITMOHHBIX cucTeM (mamee - CBOJ mpaBuWil, MOJIH30BaTEIN) pa3paboTaH B
COOTBETCTBUM peKOMeHaauusaMu peuenns Koopauaaunonnoro Cosera 1o 3aniuTe
uHpopmManuu NpU TOJHOMOYHOM mnpencrasutene Ilpesunenta Poccuiickoit
®enepanuu B [IpuBoimkckom denepanbaoM okpyre ot 27.04.2016.

1.2.1lpaBuna ocHoBaHbl Ha TpeboBaHusax DeneparbHOTO 3aKOHa OT
27.07.2006 Ne 149-®03 «O0 uHpopManuu, HHGOPMALMOHHBIX TEXHOJOTHUSAX U O
3amuTe MHGOpMAaILMK», HOPMATUBHBIX NPaBOBBIX akTax Poccuiickoii denepanum,
PEryJIUpPYIOIUX OTHOIIEHUS B 00JIACTH 3alUThl HHPOPMALIUH.

1.3. Lenstmu mpaBul sIBISTFOTCSL:

- peryaupoBaHie palOOThl MOJb30BaTENE MPU HUCHOJb30BAaHUM CETH
WNHTepHeT U OCYLIECTBIEHUH HH(POPMAILMOHHOIO B3aMMOJEHUCTBHS C CEpBUCAMU
rocyAapCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEM;

- obecnieueHre I1ENOCTHOCTH, KOH(MUJIEHUUATBHOCTH MW  JOCTYIHOCTH
XpaHsIencs u repeaBaemMoin uH(opmaruu, HaXosAIIencs Ha
aBTOMATU3MPOBAHHBIX pabouux wmecTtax (manee - APM) wunm  nokanbHON
BbIUUCIUTEIRHOM ceTu (aanee - JIBC);

- coOmoieHre  TpeOOBaHWM, MPEIYCMOTPEHHBIX  3aKOHOJIaTEJIbCTBOM
Poccuiickoit denepaniuv 1 HOpMaTUBHBIMU MPABOBBIMU aKTaMU B 00JIACTH 3aIUThI
uH(popMaIuu.

1.4.1Ipu pabore B ceru HWHTepHET W UHOOPMAIMOHHBIX CHCTEMaX
II0JIB30BATENIM PYKOBOJCTBYIOTCS 3aKOHOHATENbCTBOM Poccuiickont denepauuu,
HOPMATUBHBIMU  TPABOBBIMU  aKTaMHM, HWHBIMU JIOKYMEHTaMH B 001acTu

UH(OPMAIIMOHHBIX TEXHOJOTUN 1 6€301acHOCTH MH(OPMAIINH, a TAKXKE TIPABUIIAMHU.



2. O0uue nmpaBuJia nmoJib30Banust Ha APM

2.1. [Tonp30oBaTens OTBEYACT 3a MPABWIBHOCTh BKJIIOYCHUS (BBIKIIOUCHHS)
APM, BXoj B cucTeMy U Bce ACHCTBHS NMPH pabOTE HA HEM.

2.2. APM paspernraercs UCHIOIB30BaTh UCKIIOUUTEIBHO B CITY>KEOHBIX IEIIAX.

2.3. [lonp3oBaTens 0053aH HCKIIOYUTH BO3MOYKHOCTH HEOCTOPOKHOTO
NPUYMHEHUS Bpea TEXHUYECKUM 1 HH()OPMALIMOHHBIM PECYPCaM.

2.4. CucTteMaTHUeCKl OCYIIECTBISITh PE3EPBHOE KOMUPOBAHWE BaKHOUN
uH(popmanuu, xpansuieiics Ha APM nosib3oBaTens.

2.5. CucTtemMaTHUecKu TPOBEPATH OOHOBICHHE AHTUBUPYCHON Oa3bl (Kak
MpaBUjIO, B HACTPOMKAX aHTUBHUPYCA, YCTAHOBIEHO MX AaBTOMAaTHYECKOE
0OHOBJICHHE).

2.6. Bo Bpems paboTbl »KpaH MOHHTOpPAa KOMIIBIOTEpa pacmojaratb B
MTOMEIICHUH TaKUM o0pazom, YTOOBI UCKITIOUUTh BO3MOKHOCTh
HECAaHKIIMOHMPOBAHHOTO O3HAKOMJIEHHS C OTOOpakaeMol Ha HeM HH(opManuen
MOCTOPOHHUMHU JIMLIAMH, IITOPbl HA OKOHHBIX MPOEMax JOJKHBI ObITh 3aBElIaHbI
(>KaJTr03M 3aKPBITHI).

2.7. Ilpu BpeMEHHOM OTCYTCTBHH IOJIB30BATENsl Ha paboyeM MecTe IKpaH
MOHUTOpA AOJKEH ObITh NOTYIIEH WA UCIIOIb30BaHa SKPaHHAs 3aCTABKA.

2.8. CobmogaTs TpeboBanus naponbHOi noautuku (Pasmen 8 mpasm).

2.9. O60 Bcex BBISBICHHBIX HApyLICHUSX, CBSI3aHHBIX ¢ MH(OPMALIMOHHON
0e30MacHOCThIO, a TaK K€ /i1 TMOJYYEeHUH KOHCYJIbTAlMM MO BOIMpOCcaM
nH(pOpMAIIMOHHOM 0€30MacHOCTH, HEOOXOAUMO 00paIIaThCs K aIMUHUCTPATOpaM
uHpopMallMOHHOW ceth MW (WIM) coefquaJucTtaM 1o  MHGOPMALMOHHON
0€30MacHOCTH COOTBETCTBYIOIIMX CTPYKTYPHBIX MOAPA3/ACIICHUN.

2.10. Wcnonb30BaTh 3JEKTPOHHYIO Toanuch (aanee - J11) B COOTBETCTBUU €
PykoBonctBoM (mpaBuiiam) no obecrneueHuro ucnonb3oBanus Ol u cpencts Ol

BbIIAHHBIM YAOCTOBCPAIOIINM LIECHTPOM.



IHonb30BaTesiM 3anpemaercs:

2.11. OtkpoiBath Ha APM daiinbl 1 3amycKkaTh IPOTrpaMMBbl, MOTYYEHHBIE U3
HEMPOBEPEHHBIX UCTOYHUKOB.

2.12. TlepenaBaTh cBOM HACHTH(PHUKAIIMOHHBIC JaHHBIE (MTAPOJIHU, JIOTHHBI),
aTpuOyThI OCTYIIA K pecypcaM HHPOPMALIMOHHON CUCTEMbI TOCTOPOHHUM JIUIIAM.

2.13. Otxmovats (0J0KMPOBATH) CPEACTBA 3ALIUTHI HH(DOPMAIUH.

2.14. TlpuBnekarb MOCTOPOHHUX JIMI[ JUIsl TPOU3BOJICTBA PEMOHTA WIIU
HacTpoiiku APM.

2.15. Pazrnamate oOpabaThiBaeMyr0 HHGOPMAIIMIO TPETHUM JIUIIAM.

2.16. KomupoBath ciyxkeOHYI0 MH(POpMALUIO HA BHEIIHUE HOCUTENIH 0e3
paspenieHus: pyKoBO/ICTBA.

2.17. CamoCTOATENHHO yCTaHaBJINBATh, TUPAXKUPOBATH, 170031
MOAU(PUIIUPOBATh TMPOrPaMMHOE OOECIICYeHHE | amnmaparHoe obOecrneueHue,
U3MCHITh YCTAaHOBJICHHBIA alrOpUTM  (YHKIIMOHUPOBAHUS TEXHUYECKUX U
IPOrPAMMHBIX CPEJICTB.

2.18. HecaHKimoOHUPOBAHHO OTKPBIBAThH OOIIHI TOCTYM K mankaMm Ha APM.

2.19. OcymecTBisath noakiaoueHne Kk APM u JIBC mOCTOpOHHHX M JIMYHBIX
yCTpOUCTB (Hampumep: cMapThoHbl, TeraedOHbl, CUUTHIBATENIM HWHPOPMAIINH,

uznyvaromue ycrpoiicrsa (Wi-Fi, Blueloolll,pagromoemsl) 1 T.11.).
3. Mpasuna noiab3oBaHusi B cetu UHTEpHET

3.1. Pecypcel cetm WHTepHET NpeNOCTaBISIOTCS MOJIb30BATENSAM IS
noiydeHuss UMHOpMAMM  HEOOXOAUMOW  JIsi  BBITIOJHEHUS  CIIYKEOHBIX
00s13aHHOCTEH.

3.2. Tlonb3oBareinb 00s13aH HE npeanpuHUMATh MOMBITOK
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K WH(GOPMAIMOHHBIM pecypcaMm, IOCTYI K
KOTOPBIM €MY OI'pPaHUYEH.

3.3. Ilonb3oBarenb MOXKET MOCEIIATh TOJBKO TE€ PECYPCHI, COJEp KAHHE
KOTOPBIX HE MPOTUBOPEUYHUT 3aKOHOJATENbCTBY Poccuiickoit ®denepanuu, a 1eilb

IIOCCIICHU A NJOJI2KHA OBITH CBSI3aHA C €T0 CJIy>K€6HOI>'I ACATCIIBHOCTBIO.



3.4. BuumarenpbHo HaOupaTh HMEHA CaMTOB, OCOOCHHO Ha KOTOPBIX
npoBojsTca (puHaHcoBbie onepanuu. [logaenbHble CalThl MOTYT UMETh OTJIUYHE
JaXKe OJIHOTO 3HaKa WJIM TOT € BHJI, YTO U OpPUTHHANbHbIE. Takue cailTbl MOTYT
collepKaTh HEBUIUMBbIE OO0JAacCTH, Ha)KaTHE€ HAa KOTOPbIE MOXET MPHUBECTH K
3apaxeHuto APM BpeJOHOCHBIMU IIporpaMMaMy WM TE€peHaNpaBJICHHE Ha
3apakeHHbIe caiiThl. bosee 6e3omacHo He HaOUPaTh BPYUYHYIO HAMMEHOBaHUE CaiiTa,
a MOJIb30BaThCs 3apaHee CIEeNaHHBIMU 3aKJIaIKaAMH.

3.5. B Hacrosimiee BpeMs KUOEPHPECTYIMHUKH CO3/IAI0T MOJJIEIbHBIE CalThI
saxo0bI 17151 oruaThl mrpados MBI/ unu odhopmiteHrs 3asiBKU Ha KPEAUT U IPYTUX
neneil. Ha He mnpoBepeHHBIX caiiTax BBOJ KOH(PUACHIIMAIbHBIX JaHHBIX HE
pexkomeHnayercs!

3.6. Kareropuueckn  3ampemieHo  HMCIHOJIb30BaHWUE ISl CIy>KeOHOM
JeSATEeIbHOCTH MHOCTpaHHBIX MHTEpHET-CEpBUCOB CUCTEM OOMEHAa MTHOBEHHBIMU
cooOmieHussMu, rosnocoBoii u Buumeounpopmarmein (ICQ, QIP, Jabber, Viber,
Whatsap, Skype u T1.1.), obmaunbix cepBucoB XxpaHenus uHpopmanuu (iCloud,
Google Drive, Dropbox u 1.1.).

3.7. Tlonp3oBaTensM 3ampeniaeTcs:

- MCIOJIb30BaTh JIOCTYM K CETH VIHTEpHET B TUYHBIX IEJISIX;

- TIOCEIIATh JJOCYTOBO-Pa3BIICKATEIbHBIC CANTHI,

- UCTIOJIK30BaTh JOCTyN K ceTh VHTepHeT Mg pachupoCTpaHEHHUS W
TUpOXUPOBaHUS WHPOPMAIMK, KOTOpas HampaBlieHa Ha MpONaraHjay BOWHBI,
pa3XUraHue HAMOHAIBHOM, PAaCOBOM WJIM PEIIUTHO3HOM HEHABUCTH U BPAXKIbBI, a
Takke WHOW WHPOpMAIMKA, 3a PaCHpOCTpaHEHHUE KOTOPOW MpeaycMOTpeHa
YTOJIOBHAS WM aIMUHUCTPATUBHAS OTBETCTBEHHOCTb.

3.8. UcnonwzoBanue Muatepuer B OY m0mKHO:

- COOTBETCTBOBATh 0OPA30BATEIHHBIM IIETISIM;

- COJIEHICTBOBATh TAPMOHUYHOMY (POPMUPOBAHUIO U PA3BUTHIO JIMYHOCTH;

- COOTBETCTBOBATh TPEOOBAHUSM, YCTAaHOBJICHHBIM 3aKOHOM P® o 3amute
aBTOPCKUX U CMEKHBIX MPaB;

- YUYUTBIBATh IIpaBa JAPYTrUxX IpaxxaaH U nojs3oBarenei HTepHera;



- o0ecrieynBaTh MPUOOPETEHUE HABBIKOB U 3HAHUI;

- CIOCOOCTBOBATH COIMATM3AIMN JTUYHOCTH.

3.9. Ucnons3zoBanne Mutepner B OY BO3MOXHO HCKIIOYUTEIBHO MPU
yCIIOBUM O3HAKOMJIEHUSI M corjacusi Jul, nons3ytonuxcs Wurepuer B OV, ¢
HacTosiiumu [IpaBunamu.

O3HaKOMJICHHE U COTJIaCHME€ YJIOCTOBEPSIETCS TMOJINUCHI0 B JOKYMEHTE
O3HaKOMJIeHUs U coriacus ¢ [IpaBunamu.

3.10. PykoBomuTenb  0Opa3oBaTENBHOTO  YUPEXKACHHUS  SBISICTCS
OTBETCTBEHHBIM 3a oOecnedyeHrue >3(PQPeKTUBHOr0 M 0€30macHoro MAO0CTyma K
Nurtepuet B OV, a Takke 3a BHEPEHUE COOTBETCTBYIOIIMX TEXHUYECKUX, TPABOBBIX
U UHBIX MexaHu3MoB B OY.

3.11. Bo Bpemsi wucnosb3oBaHus MHTepHeT B KaOuHETax CBOOOJHOIO
JOCTyIa KOHTPOJIb 3a UCIIOIb30BAHUEM PECYPCOB OCYIECTBIISIET MOJIb30BATENb.

[Tonp30Barens:

- OMpE/IeIAeT BPEMS U MECTO JIJIsi CBOOOHON paboThl B UHTEpHET ¢ yueToM
UCIIOJIb30BAHUSI COOTBETCTBYIOIIMX TEXHUYECKUX MOIIHOCTEH B 00pa3oBaTEIbHOM
npolecce, a TaKkKe JUTUTEIbHOCTh CeaHca paboThI;

- MpeKpalaeT AajlbHeWylo padory B MHTepHeT B ciiydyae HapyIlICHHUS
HacTosimux [IpaBui W WHBIX HOPMATHUBHBIX JIOKYMEHTOB, PETJIaMEHTHUPYIOIIHUX
ucrnosb3oBanue MHTepHeT B 00pa3oBaTEIbHOM YUPEKICHUY;

- MPUHUMAET TPEAYCMOTPEHHBIE HacTosmuMu [IpaBwiamMu u  WHBIMH
HOPMATHBHBIMH JTIOKYMEHTAMU MEPHI JJIA TPECEUYCHHS MATbHEUINX TOIMBITOK
J0CTyTa K pecypcy (TpyIie pecypcoB), HECCOBMECTUMBIX C 3a/1ayaMi 00pa30BaHUS.

3.12. Tlpu ucnons3oBanuu Mutepaetr B OY ocymecTBIsieTCs: JOCTYI TOJIBKO
Ha PECYpChl, COJEpPKaHHE KOTOPHIX HE TMPOTHBOPEYUT 3aKOHOJATEIHCTBY
Poccuiickoit ®denepanmu U COOTBETCTBYET LENsAM W 3ajJadaM OOpa30BaHUA U
BOCITUTAHUAI.

[TpoBepka TaKOT0 COOTBETCTBHSI OCYIIECTBISIETCS C MOMOIIBIO CIIEITHATBHBIX
TEXHUYECKUX CPEICTB U MPOTPAMMHOTO OOECIIEUECHHS] KOHTEKCTHOU (UIIBTPAIINH,

ycTaHoBiieHHOTO B OY.



[Tonb3oBatenn Wutepuer B OY AOMKHBI OCO3HABaTh, YTO TEXHUYECKUE
CpencTBa M NPOrpaMMHOE oOOecredeHue He MOTyT OO€eCleyuuTh MOJHYIO
bunbTpanmio pecypcoB MHTEpHET B CBS3U C YaCTOTOM OOHOBIJICHHMS, U B CBSI3H C
ATUM OCO3HAIOT BO3MOKHYIO OIACHOCTh CTOJIKHOBEHHSI C PECYPCOM, COJIEp KaHHe
KOTOPOTO MPOTUBOPEUUT 3aKOHOJATENbCTBY Poccuiickoit denepaiuu u gBisieTcs
HECOBMECTUMBIM C LIESIMU U 337auaMH 00pa30BaTeIbHOTO Mpoliecca. YUYaCTHUKU
npouecca ucnonbzoBanus HMuatepuer B OY oco3HaoT, uto OY He HeceT
OTBETCTBEHHOCTH 3a CIy4YaWHBIN TOCTYI K MOJI00HON MHGOpMAIINK, Pa3MEeEHHOMI
He Ha nTepHeT-pecypcax OVY.

3.13. Ilpu pasmemnienuu nHpopmanuu Ha MuTEepHET-pecypcax OV cuenyet
PUACPKUBATHCS CIEAYIOMUX MTPUHITUIIOB:

- coOmro/IeHre JIeUCTBYIOIIEro 3akoHoaTenbeTBa Poccuiickoit denepanum,
MHTEPECOB U MPaB IPaXK/aH;

- 3allIMTa MEPCOHANBHBIX TAHHBIX YUAIIUXCA U COTPYAHUKOB OV

- JIOCTOBEPHOCTH U KOPPEKTHOCTh UH(OPMAIIUH.

[lepconanbHble 1aHHBIE 00 00YYAIONMUXCSl BOCTUTAHHUKOB ((haMUius U UM,
rpynma, Bo3pact, (pororpadus, MECTO JKUTEIHCTBA, TeNe(OHBI U WHBIE KOHTAKTHI,
WHBIE  CBEICHMS JUYHOTO  XapakTepa) HE MOTYT pa3MeniaTbcs  Ha
HNuTepuer-pecypcax.

B uHpOpManMOHHBIX COOOIIEHUAX O MepompusTusx Ha caiite OY u ee
Mo/ipa3iesieHuii 0e3 CoTaacusl JIUIa WK €ro 3aKOHHOTO MPEJACTaBUTENS MOTYT ObITh
YHOOMSIHYTHI TOJIBKO TPYTITa, JTHO0 haMuius, UMs U OTUYECTBO TieAarora.

3.14. Ucnionp3oBanue WutepHer B OV ocymiecTBisieTcsl, Kak MPaBUIO, B
o0pa3oBaTeNbHBIX M BOCHHUTATENBHBIX IENIX. B pamkax pa3BUTHS JIMYHOCTH, €€
conyan3auu U GopMUPOBAHUS HHPOPMAIIMOHHON KOMIIETEHTHOCTH JIUIIO MOYKET
OCYIIECTBJISITh JOCTYI K pecypcaM HeoOpa3oBaTeIbHON HATIPABICHHOCTH.

3.15. Tlonwp3oBarento 3anpenaeTcs:

- TIOCEIIaTh pEeCypChl, CONEpKaHHME M TeMaTUKa KOTOPBIX SBISICTCS
HEJIOMYCTUMOM JJIsl HECOBEPIICHHOJIETHUX H/WJIH HAPYIIAIOIIeH 3aKOHOJATEIHCTBO

Poccuiickoit @enepanuu (3poTHKa, mopHorpadus, mpormarasiia



HACWIMS, TEpPpOpHU3Ma, TMOJUTHYECKOTO WM PEIUTHO3HOTO  JKCTPEMHU3MA,
HAIMOHAJIBHON, PACOBOM U T.N. PO3HU, MHBIE PECYPCHI CX0XKEH HAMPABIEHHOCTH);

- OCYUIECTBJIATH JItOObIE cAeNkH uepe3 HTepHeT;

- OCYHIECTBJIATH 3arpy3ku (aitioB Ha kommbeioTep OV 0e3 pazpelieHus
3aBEAYIOIIETO;

- pacnpocTpaHsTh OCKOpOUTENBHYIO, HE COOTBETCTBYIOIIYIO
JNENUCTBUTEIBLHOCTH, MMOPOYAIILYIO IPYTUX JIUIl MH(DOpMAIUIO, YyTPO3BI.

3.16. [Ipu cnydaiiHOM OOHapy>KEHMHM JHMIIOM, pPaOOTAIOIUM B CETH
WNutepHer, pecypca, COAEPKUMOE KOTOPOrO HECOBMECTHMO C  ULEISAMH
o0pa3oBaTeNpHOTO Tpoliecca, OH 0053aH HE3aMEUIUTENLHO COOOIIUTh O TaKOM
pecypce 3aBenyrlleMy Wi APYroMy YIHOJTHOMOYEHHOMY JIMIY C YKa3aHHEM €ro
JIOMEHHOTO aJIpeca U MOKUHYTh TaHHBIN pecypc.

VY0JTHOMOYEHHOE JIUI0 00s13aHO:

- TPUHATH COOOIICHUE JIuIla, paboTaromiero B cetu MiHTepHeT;

- HampaBUTh MH(POPMALMIO O JIaHHOM PECypce OMEepaTopy TEXHHUUYECKUX
CPEeICTB U TPOTrPaMMHOTO OOECredYeHUs: KOHTEHTHON QuibTpanuu (B TEUYCHHE
CyTOK);

- eclii  OOHapY>KEHHBIH pecypc SBHO HapyllaeT 3aKOHOJATEIHCTBO
Poccuiickoii deneparuu - cooOmuTh 00 00HAPY>KEHHOM pecypce Mo CHelruaIbHOMI
«ropsiued JIMHUWY JJIsi TPUHATHS YIOJTHOMOYEHHBIMH OpTaHU3aIUsIMd Mep B
COOTBETCTBHHM C 3aKOHOJIaTeNIbcTBOM Poccuiickoit denepaiuu (B TEUEHUE CYTOK).

[lepenaBaemast naopmaIus JOIKHA COAEPIKATD:

- JOMEHHBIN aapec pecypcea;

- TeMaTUKy pecypca, TMPEANoJoXKEHUs O HapYyIICHUH PecypcoM
3aKoHoAaTeabcTBa Poccuiickoit denepanu 1M00 HECOBMECTUMOCTH C 3aJladyaMu
o0Opa3oBaHus;

- JIaTy U BpeMsl OOHapy KEeHUS;



- uHpopManuio 00 ycTaHOBIEHHBIX B OV TEXHHYECKHUX CpPEICTBAX

KOHTEHTHOM (UIBTPAIIH.

4, [IpaBuja padoThl ¢ IJIEKTPOHHON MOYTOI

4.1. Jlna  cioyxeOHOMl  NESITEIbHOCTH  HEOOXOJMMO  HMCIOJIb30BaTh
AIIEKTPOHHYIO TIouTy AoMeHa [IpaBurenpcTBa CamMapckoi «Samregiony, MOYTOBbIC
cepBepa TroCyJapCTBEHHbIX opraHoB Camapckoil 00J1acTH, OpPraHOB MECTHOIO
CaMOYIIPaBJICHUs MYHUUUINAIBHBIX o00Opa3zoBaHuii B Camapckoid obOmactu
MOJIBEJOMCTBEHHBIX WM oOpraHuzanuii. lcnonp3oBaHue HWHBIX OOIIETOCTYIHBIX
MIOYTOBBIX CEPBUCOB JOJDKHO OBITh HCKIIOYEHO. Kcmonb3ysa o00IIen0CTynHbIe
MIOYTOBBIE CEPBUCHI BBl CO3HATENBHO IPEIOCTABISETE MEPEAABAEMYIO HH(POPMALIHIO
ATHUM CEpBHCAM M OHAa MOXET OBITh JOCTyMHAa TpeThuM nuiam. Karteropuuecku
3aMpeleH0 HCIOIb30BAHUE WHOCTPAHHBIX IOYTOBBIX CEPBHUCOB AJIEKTPOHHOMN
noutsl (Gmail, Yahoo u 1.1.) 1is ci1ykeOHO# esaTeIbHOCTH.

4.2. 1lpn moOdydeHHH SJIEKTPOHHOTO MHUChMa C BIIOXKEHHEM HEOOXOIUMO
BHHUMATEJIbHO TIOCMOTPETh aJpec oThpaBuTens. B ciywae, eciu 3TOT ajpec
HEU3BECTEH, WIM OTJIIMYAETCS OT PEANTbHOTO XOTA Obl OJHUM 3HAKOM, OTKDPBITHE
BJIO’KEHUI TaKMX MHUCEM He 0€30I1acHO, MOCKOJIbKY MOTYT COAEPKaTh BPEJOHOCHbIE
IPOTPaMMBI.

4.3. B nocneanee BpeMs 3apykcHpoBaHa pacchlika Ha 3JEKTPOHHBIE ajipeca
MOJb30BaTEeNIC, a TakkKe Ha OQUIHMATbHBIE TOYTOBBIC SIIUKH OpPTaHOB
ucnoJiHuTenpHOM  Biaacth  Camapckod  o0iacTh M OpPraHOB — MECTHOIO
CaMOYIIpaBJIEeHUsI MYHUIUINAIbHBIX oOpa3zoBanuii B Camapckoid 005acTd, BO
BJIOYKEHUH K KOTOPBIM COJIEPKATCS BPEIOHOCHBIE (haiiibl THIA « AKTBI CBEPKH.ZIp»,
«Kommepueckoe  mpemyioxkenue.zipy, «CyneOHoe  MPOU3BOACTBO.ZIP», C
pa3aMYHbIMU TpapUuecKUMH H300pakeHUsIMU. Takue BIIOXKEHMs, Kak IpaBuio,

coziepikat BupycoI-mudposaibinuku (Trojan.Encoder), koTopbie UMUTHPYIOT
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3aBHCaHWE omeparroHHo cucremMbl WINdOws kommbioTepa ©  MIHPPYIOT
JOKYMEHTBI TI0JIb30BaTelIel ¢ pacmupenusmu *.doc, *.xlIs, *.pdf, *.txt, *.jpg, *.tif,
*rar, *.Zip W JApyruMH, HEKOTOphbIe IIepenaroT (BOPYIOT) HH(OpPMAIMIO Ha
CTOPOHHUE CepBepa.

Bupychi-mmudpoBanbImuku HE OTpeNeSIOTCS AHTUBUPYCHBIMU
nporpaMmamMu B MOMEHT 3apakenusi APM.

4.4. [lpu nonydyeHUH NTUCbMa OT HEU3BECTHOTO ajpecara, HEOO0XOIUMO
CBA3aTbCS C MCIOJHUTENEM M YTOYHHUTH IPOUCXOXKIEHHE QainoB. B ciyuae
HEBO3MOKHOCTH YCTAHOBUTBH IIPOMCXOXKACHHUE MUCbMa, HEOOXOAUMO €ro yJalHTh,
HE COXpaHsis U HE 3aIycKas MPUIOKEHHbIE (ailiibl.

4.5. 3amnpemaercs neperaBath HHOOPMALIMIO OTPaHUYEHHOTO JOCTYyIa Yepe3
ceTb VHTepHeT (B TOM UHCJIE MOCPEJACTBOM DJJEKTPOHHOW MOYTHI) 0e€3
UCIIOJIb30BaHUS CPEJCTB 3aIUTH HHPOPMAIUH.

4.6. 3amnperiaercss OCyIIECTBISATh MAaCCOBBIE PACCHUIKH 3JEKTPOHHON MOYTHI
Hecyx)eoHoro xapakrepa (CITAMa).

4.7. Heo6xonuMo CBOEBPEMEHHO OYMIIIATh CBOM MOYTOBBIN SIIIUK.

5. IlpaBuia noab30BaHMs TOCYAAPCTBEHHBIMHA M MYHUIIUNIAJIbHBIMH
UHGPOPMAMOHHBIMYU CHCTEMAMH

5.1. APM, wucnons3yemble s pabOThl € TOCYJapCTBEHHBIMU H
MYHHUIIMNATbHBIMUA UH(pOpMalmoHHbIMU crcTeMamiu (nanee - ['IC u MUC) nomxkHbl
COOTBETCTBOBATh TPEOOBAHUSAM, U3JI0KEHHBIM B JOKYMEHTAIIUU COOTBETCTBYIOIIHNX
I'MC u MUC.

5.2. llepen wnauamom pabotrei B 'MIC u MUC nonb3oBatenu J0JKHBI
O3HAKOMUTHCSI € TpaBwiaMu padotel B coorBercTBytomux [MMC u MUC

(MHCTPYKUHSIMU TTOJIB30BATEISIM).
6. IIpaBu1a aHTUBHPYCHOM 3alIUTHI

6.1. Ins obecrneueHus: aHTUBUPYCHOW 3alUTHI JOJHKHO HCHOJIB30BATHCS

cepTUPUIUPOBAHHOE JUIEH3MOHHOE aHTUBUPYCHOE IPOrPAMMHOE 0OecIieueHuE.
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6.2. SIpyblk aHTUBUPYCHOM MPOTpaMMBbl, KaK MPaBHUIIO, HAXOJUTCS B 001aCTH
YBEJAOMJICHUS WJIM Ha BKJIAJKE «OTOOPa)KaTh CKPBIThIC 3HAYKW» (HMKHHUU IpaBbIi
yTOJI DKpaHa).

6.3. [lonp3oBarenu mpu paboOTe€ C BHEIMIHUMH HOCUTEISIMU HH(pOpMAIUU
o0s3aHBl Tlepej] HayajgoM paboOThl OCYIIECTBUTh HMX NPOBEPKY HaA TMpeaMeT
OTCYTCTBHUSI KOMITBIOTEPHBIX BUPYCOB.

6.4. OOHOBJIEHHE AHTUBHUPYCHOM MPOrpamMMbl, KaK MPaBUIIO, TPOU3BOIUTCA
aBTOMATUYECKH, B TPOTUBHOM CITy4yae HE0OOXOAMMO 0OpAaTUTHCS K aIMUHUCTPATOPY
JIBC.

6.5. [leproguyeckoe TeCTUPOBAHHWE BCETO YCTAHOBJIECHHOTO MPOTPAMMHOIO
oOecrieueHus Ha MPEAMET KOMITBIOTEPHBIX BUPYCOB MPOU3BOUTCS aBTOMATUYECKH.
[Tonnyto npoBepky APM HeoOX0AMMO MPOBOAUTH NMPU YCTAHOBKE aHTUBUPYCHOU
IPOrpaMMBbl, B CIy4asx MOJI0O3PEHUS 3apaKeHueM, iepruoaudecku 1 - 2 pasza B ro/.

6.6. B cimyyae oOHapyXeHHs TOJO3PUTEIBHBIX MporpamMMm cpabaTbiBaeT
AHTUBUPYC M HEOOXOIMMO TMPEKPaTUTh Kakue-mubo nedctBus Ha APM u
oOpatuthcs k anmuuuctpatopy JIBC.

6.7.B cinydae oOHapyXeHHS BUpYyCa, HE TMOJJIAIONIETOCS JICUYCHUIO,
agmuauctparop JIBC, oTBercTBeHHBIH 3a  obecneyeHue  0O€30MacHOCTH
uH(bOpMaIH, MPUHUMAET MEPHI IO BOCCTAHOBJICHHUIO PAOOThI CHCTEMBI.

6.8. Bupycbl-mmdpoBansiiuku  HE  ONPENEISIOTCS  aHTUBHPYCHBIMH
IporpamMmMaMiy B MOMEHT 3apakenusi APM.

6.9. B Tex cimyuasix, korga 3apaxenue Bupycom APM Bce-Taku mpoU301ILIO,
HEO00X0IUMO:

- HEMEJUICHHO  OTKJIIOYUTh KOMIIBIOTEp JUIsl OCTAHOBKH  JICHCTBHMA
BPEJIOHOCHON TIPOrpaMMbl M HE BKJIIOYaTh KOMITBIOTEP C 3arudpoBaHHBIMU
JAHHBIMH, T.K. BO BpeMs BKJIIOYCHUN U TEepe3arpy30K MPOUCXOIAT HM3MEHEHUs
(aitnoBoil cucTeMbl KOMITBIOTEPA;

- HC TBITaTbCSI CAMOCTOSATEIHLHO W3MEHSTh PACIIUPEHUS 3apa’KCHHBIX

¢aiisioB, a TakKe yaaasaTh Jro0bie (ailyibl ¢ pabouero KOMITbIOTEpa U AJIEKTPOHHBIE
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cOoOO1ICHMUS,

- oOpaTUThCA K JOJDKHOCTHOMY JIMIy, OTBEYAIOIIEMy 3a YCTaHOBKY
AHTUBUPYCHBIX TMpOrpaMm, obOecrieueHne Oe30MacHOCTH WHGOPMAIM B CBOEM
CTPYKTYPHOM MOJIpa3/IeJICHUH;

- 00paTUTbCS K TEXHUYECKUM CIEIUaINCTaM M0 HH()OpMaIMOHHBIM
TEXHOJIOTUAM, 00CITYKMBaIOIKUM Balry BEIYMCIUTEIbHYIO TEXHUKY

- 00paTuThCs B CIIy’O0y TEXHUUYECKOW MOJJEP>KKM yCTaHOBJIEHHOW y Bac
AHTUBUPYCHOW IMpPOrpaMMbl M COBMECTHO C HUMM IONBITATHCS BOCCTAHOBUTH
yTpayeHHYI0 HHHOPMAITHIO.

[To undopmManuu Tpou3BOAUTENICH aHTUBUPYCHBIX MPOTPAMM BO3MOXKHOCTb
BOCCTAaHOBJICHHSI HMHGOpMAIlMK - MHHHMaJbHa, T.K. KaXJI0€ BPEIOHOCHOE
COOOIICHUE COJEPKUT MHIUBUTYTbHBIN (HaiT-1MPOBANIBIIUK.

HamomMuHaeM 0 HEOOXOJUMOCTH TPOBEACHUS PETYISIPHON MPOIETYPHI
PE3epPBHOTO KOMHMPOBAaHUS BCeH BakHOU paboueit mHpopmamuu APM, T.k. 3TO
MO3BOJIUT OBICTPO BOCCTAHOBHUTH Bamm [aHHbIE B Ciy4ae HMX TOBPEXKICHHUS

(3apaxenus)!

7. TlapoJibHAsi MOJTUTHKA

7.1. Unentudukanus U npoBepka MOJJIMHHOCTH TMOJb30BaTelIs IPU BXOJE B
APM, uHpOPMAIIMOHHYIO CUCTEMY MOXET OCYIIECTBISATHCS IO MapOJ0 YCIOBHO-
MIOCTOSIHHOTO JICWCTBUS, C HCIIOJIb30BAaHUEM armmmapaTHbix cpeacts (TouchMemory u
1p.), ¢ ucnoas3oBanuem OI1.

7.2. IlonHas niaHoBasi CMEHa MapoJieii MoIb30BaTeNeil T0KHA POBOIUTHCS
peryispHo (He pexe 1 pasza B 3 mecsa).

7.3. BHeranoBasi cMeHa JIMYHOTO TApOJid WIM yJAJICHHUE YYETHOW 3amucH
MOJIL30BATEINSI B ClTydae MPEKpalleHus ero MOJHOMOYHH (YBOJIBHEHHE, TIEPEX0] Ha
Ipyryo paboTy W T..) JOJKHA MPOU3BOAUTHCS HEMENJIEHHO MOCJE€ OKOHYAHUSA
MOCJIETHETO ceaHca paboThl JAHHOTO MOJIB30BATEINSI C CUCTEMOM.

7.4. B cnydyae xomrpomeranuu (yTparhl, pa3riialieHUs, KpaxKd, B3JIOMa)

JIUYHOTI'O IMapoOJIs IIOJb30BAaTCIIb AOJDKCH HEMCAJICHHO IIPCAIIPUHATE MECPBI 110
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CMEHE MapoJisl.

7.5. XpaHeHue monp30BaTeNieM 3HAUYCHUI CBOMX Mapojie Ha MaTepruaIbHOM
HOCHUTEJIE TOMTYCKAeTCsl TOJIBKO B IMIHOM, 3aITUPAEMOM SIIHKe (cetide).

7.6. [Ipu BBOmE mTapoNisd TOJB30BATEII0 HEOOXOAUMO  HCKIIIOUUTH
MPOU3HECEHUE €ro BCIyX, BO3MOXKHOCTh €ro MOJCMAaTPHBAHHS IMMOCTOPOHHUMH
JUIAMH M TEXHUYECKUMH CpEICTBaMU (CTAIMOHAPHBIMA W BCTPOCHHBIMHU B
MOOMJIBHBIC TeIe(OHBI BUACOKAMEPAMH U T. II.).

7.7. TlpaBuna popMupoBaHUs TapoOJIs:

7.7.1. Ilaposb 1OJKEH COCTOATH HE MEHEE YeEM M3 BOCbMU CHMBOJIOB.

7.7.2. B maposie IOJDKHBI TMPHUCYTCTBOBATh CHUMBOJIBI TPEX KaTEropuil u3

qucia CJICAYIOMHNUX YCThIPCX:

MIPONHMCHBIE OYKBBI aHTJIMICKOTO ayipaBuTa OT A 110 Z,;

CTPOYHBIC 6YKBI>I AHTJIUHCKOTO aJI(l)aBI/ITa OoT a 10 Z,

idpst (ot 0 10 9);

CUMBOJIBI, HE TMpUHAJIeKamue  ajipaBUTHO-IUPOBOMY  HaOOpy
(mammpumep: |,$.#, %).

7.7.3. Tlapons He MOKET COJIepKaTh UMs ydeTHoM 3anucu [lonb3oBaTens uimm
KaKyr-JIM0O €ro 4acThb.

7.7.4. Tlaponb HE TOJKEH BKJIIOYATh B ¢€0S JIETKO BBIYHCIISIEMbIC COUCTaHUS
CUMBOJIOB, IPOCTHIE TTapoiiu Tuma «123», «111», «qwerty» u um nogo0HkIe, a TakK ke
®UO u gaThl POXKIECHUS CBOM M CBOUX POJICTBEHHHUKOB, KJIMYKH JOMAIIHUX
KUBOTHBIX, HOMEpa aBTOMOoOuseH, TeeOHOB U IPYrUe Mapoiid, KOTOPhIe MOTYT
OBITH 1TO100PaHBI, OCHOBBIBASICH HA HH(OPMAIIUH O TIOJIL30BaTEe.

7.7.5. He nucnosib30BaTh B KaU€CTBE MAPOJISl OJIUH U TOT K€ MOBTOPSIOIIUICS
CUMBOJ JHMOO TOBTOPSIONIYIOCS KOMOWHAIIMIO U3 HECKOJBKUX CHMBOJIOB
(HampuMep, «aaaaaaaar).

7.7.6. He wucnonp3oBaTh B KayecTBE Mapojis KOMOHMHAIIMIO CHMBOJIOB,
HaOupaeMbIX B 3aKOHOMEPHOM TOPSIIKE Ha KiaBuaType (Hampumep, 1234567 u 1.11.).

7.7.7. He ucnoas30BaTh paHee UCIIOIb30BaHHBIE TTAPOJIH.
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7.7.8.1lpy cmeHe mapoisi HOBOE 3HAYCHHE JOJHKHO OTJIHYATBCS OT
NPEIBITYIIEro HE MCHEE YeM B 4 TIO3UIIUSIX.

7.7.9. Bo BpemMsa BBoja Mapois HEOOXOAUMO YOETUThCs, YTO KiaBUATypa
HaXOJWTCSA BHE IOJSI 3PCHUS MOCTOPOHHUX JIMIl, a TaKK€ TEXHUYECKHX CPEIICTB
(Bumeokamep, oToarnmaparon).

7.7.10. He wucnonp3oBaTh OJWH Tapojib B pa3HbIX HH(POPMAITMOHHBIX

pecypcax.

9. OrBercrBeHHOCTH [loIb30BaTEIS

[Tosp30BaTENM HECYT NEPCOHAIBHYIO OTBETCTBEHHOCTD 34 CBOM JICHCTBHUS B
HEPUOJ OCYIIECTBIICHUS MH(POPMAIIMOHHOTO B3aUMOJICHCTBUS C HCIOJIb30BAHUEM
APM;

3a HapywmeHue Hacrosmero CBoja IpaBuil, IMOBJIEKIIEE HEIMPABOMEPHOE
YHUYTOXKEHUE, OJIOKHpOBaHUE, MOIU(MUKAIUIO JIMOO KOMHPOBAHUE OXPAHIEMOM
3aKOHOM HMH(pOpPMAIIUU, HApyIIeHUe PadoThl TOCYNapCTBEHHBIX HH(POPMAIIMOHHBIX
cucteM u pecypcoB, APM mnonws3oBarenss moxeT ObITh OoTKItoueH oT JIBC mo
BBISICHEHUSI 00CTOSATEIHCTB HAPYIIICHUS.

Hapymenne tpeOoBanuii 3akoHomaTenbcTBa Poccuiickoit ®eneparuu 00
uH(popMaIuu, THPOPMAIIMOHHBIX TEXHOJOTUAX U O 3allKuTe HH(OPMAIIIH BICUET 32
co00Ol TUCHUIUIMHAPHYIO, TPaXIaHCKO-TIPABOBYIO, aJMUHHCTPATUBHYIO WIIA
YTOJIOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUHU C 3aKOHOAATEIBCTBOM Poccuiickon

denepauum.



